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PREFACE

This technical paper was prepared by the Boeing Company, Houston
Operations, Houston, Texas. It describes work accomplished under contract
F33615-81-C-0010 for the Air Force Human Resources Laboratory, Logistics and
Technical Training Division. Mr. David E. Peterson was the principal inves-
tigator for the effort. Mr. Edwin G. McFall directed the effort for the
Laboratory. Funding for the effort was provided from Laboratory Director's

funds.
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NETWORK TREE TECHNOLOGY: AS APPLIED TO DEVELOPMENT OF
FAULT ISOLATION PROCEDURES

1. SCOPE

1.1 Background. The rising cost of systems maintenance, the need for a
high spares inventory, and a decrease in system availability, have necessitated

o research into techniques that could cost effectively produce Fault Isolation

- Procedures (FIPs) designed to combat these problems. This technical paper
details the results of the study effort, performed for the Air Force Human
Resources Laboratory (AFHRL), that examined the use of network tree technology,
and its assocfated Sneak Circuit Analysis (SCA) data base, as a tool for the
development of FIPs.

In 1967, Boeing initiated the development of the SCA technique. The goal of
SCA was to discover basic design flaws in electrical systems without regard to
system failure. This technique uncovers paths of undesired power/signal flow
(sneak paths), timing problems (sneak timing), and false or misleading system
indications and nomenclature (sneak indications and sneak labels). The SCA
technique has been modified and updated continuously since its inception in
order to keep pace with advancing electronic technology. In its present form,
it is highly automated. Analysts take detailed system schematics, wire lists,
and wiring diagrams and enter all of these data into a computer data base.
Each data record explicitly describes the point-to-point continuity within the
system being analyzed. After a series of audit and error check software has
screened the data base, a series of reports are generated and translated into
tree structured images (network trees) of the system's circuitry. Analysts
then apply a series of clues (design checks) against these network trees,
depending on the topology of the trees, in an effort to uncover sneak
circuits. As the analysis of the trees progresses, reports are generated
which describe sneak circuits, design concerns (questionable design
practices), and document errors. New capabilities have been added to this
technique, including the analysis of software. Compatibility of the network
tree formats provides an effective tool for the analysis of hardware/software
interaction, as well. The data base generated for a SCA also supports a
variety of other analyses, such as Fault Tree Analysis and Failure Modes and
Effects Analysis.

1.2 Goals and Objectijves
1.2.1 Investigate the application of network tree technology for use
in the development of Fip . A goal of this study was to determine how this
data base and the resultant network trees could be applied to the development

. of FIPs. Sections 2 and 3 describe how the data base and network trees were
successfully applied.

1.2.2 Develop a formal methodolog¥. A step-by-step approach should
be developed for applying the network tree technology to FIP development; this
methodology should include data base construction, manipulation, and network
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tree construction and application. The formal methodology developed during
this investigation is described in Section 4.

1.2.3 Ildentify areas for automation. The actual system
configuration is resident in a computer, which can be a powerful tool for
automating portions of the FIP development process and can improve the cost
effect iveness of the FIP development task. The goal here was to identify
those areas in which automation could be applied. ¥he areas ident*fied for
automation are included in the formal methodology description (Section 4).

1.2.4 Provide a methodology to help alleviate current maintenance

roblems. A major goal was to produce FIPs which would help alleviate such
mainfenance problems as low system availability and high maintenance costs.
In order to do so, these FIPs must minimize fault isolation steps required to
isolate problems to the Line Replaceable Unit (LRU) while maximizing the use
of system fault indication feedback. The FIPs must also provide the user with
all of the pertinent information required to do the job, in a format which is
readily understood. The example FIPs given in Section 3 illustrate the
efficiency of the procedures developed using the network tree approach for
both line and shop maintenance.

1.3 Ground Rules and Assumptions. This study effort was conducted using
the following ground rules and assumptions.

1.3.1 F-16 Test Case. The study centered its system analysis phase
on the F-16 aircraft. Two specific test cases were included in the task and
were specified by the Headquarters, Tactical Air Command. The hardware
involved included the pitch axis lamp and the servo/electronics reset switch
and the circuitry directly related to these two components. The two cases
identif ied were as follows:

1. Case 1: Problem - The F-16-is airborne when the pitch
axis lamp illuminates. The lamp cannot be reset in flight.

2. Case 2: Problem - the F-16 is on the runway and the pitch
axis lamp is §lluminated. The lamp is successfully reset.

No other malfunction indications had been defined.
1.3.2 Use existing network trees. Network trees had previously been
- developed .or the F-16 Fligﬁf Control System (FLCS) and the Electrical Power
{ System (EPS). These network trees were to be used as the source of systems
: data for this study. It was recognized that:

1. The existing network trees might not totally reflect the
present system configuration due to modifications made to
the F-16 between the time the SCA was performed (1978) and
the initiation of this effort (May 1981).

2. The network trees might not be in the optimum format for
this task. In the performance of SCA, the location of

6
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electrical components is not relevant to the analysis, and
as such, network trees are constructed to illustrate the
system circuitry without regard to physical location.
Wiring data and connector and pin data are suppressed. It
was envisioned that these data should not be suppressed
for FIP development and also that the construction of the
network trees should take physical location into account.
A1l the encoded information would be available for
analysis, however, even if not in the most optimum format.

3. A1l of the required data might not be available in network
tree format. An SCA contract can be scoped to include
only those subsystems as selected by the contracting
agency. In the F-16 FLCS SCA task, certain modules, such
as the Air Data Computer, were intentionally exempted from
analysis. Should any of this information be required for
this study effort, it would not be available in network
tree format, and this fact would have to be noted.

1.3.3 Study to be performed manually. The study, using a “"paper
data base" would be performed manually, with no additional funding available
for computer support. Areas for automation would be identified in support of
future activities.

1.3.4 Fault Isolation Procedure development was not the primary
objective of this study. The development of the methodology of applying
network tree technology to FIP development was as important, if not more so,
than the development of the actual procedures for the stated test cases. Any
procedures developed under this contract, however, should reflect the benefit
of the approach. These procedures did not have to comply with current
military standards and specifications for FIPs.

2. STUDY EFFORT SUMMARY

This section of the technical paper summarizes the study effort activities.

Its purpose is to define the flow and accomplishments of this study along with
the points of caution recognized along the way. There are some major points
of departure between this study effort and the actual methodology required to
develop FIPs, based on network trees, and these points are also discussed here.

2.1 Network Tree Sorting

There were 1,980 existing F-16 network trees for the FLCS and the EPS (about
2,500 pages). Not all of these network trees were required by this study
effort, and so this paper data base had to be sorted in order to extract those
network trees which were applicable. This initial sorting activity, performed
manually, resulted in the extraction of 613 network trees.

This sorting activity is the first point of departure from the FIP development
methodology described in Section 4. The formal methodology requires that the
system data be resident in the computer in the data record format previously

7




described. Since this study was performed using a paper data base (reference
Section 1.3.2), the sorting activity required may not be necessary (at least
to this extent) when using a computer-supported data base.

i' 2.2 Forest Development

The next step in the study was to develop forests from the network trees
> extracted during the first study phase. Sixty-three forests were developed in
;; the time available for this activity.

i It became evident that forest development would be much more cost effective

when performed using a computer supported data base. Manual forest
development from existing network trees, therefore, represents another
departure from the FIP development methodology given in Section 4. In
essence, an active SCA data base should be used to dynamically create forests
and network trees in the same time frame, rather than working back from
existing network trees.

e e a I0h SR i

This forest development activity also pointed out the need for partitioning
3 the data base in support of specific FIP development requirements. This is
g discussed in Section 4.

2.3 Test Case Analysis

The test case conditions (reference Section 1.3.1) required that the circuitry
associated with the pitch axis lamp and the servo/electronics reset switch be
analyzed. The reset function and the signals which cause the pitch lamp to
illuminate had to be studied in order to assess how they interact. Reset
signal distribution and application were analyzed. Analysis was required to
determine if the reset signal could be interrupted due to system design, and
if so, under what conditions this could occur.

The reset signals that were studied were generated when the servo/electronics
reset switch on the Flight Control Panel (FLCP) was placed (momentarily) to
the ELEC position. Figure 1 illustrates a portion of the network tree which
shows this reset signal distribution.

The two signals of interest were the ELEC RESET signal and the SELECT RESET
signal. Although both signals emanate from the same source, the SELECT RESET
signal path contains a (normally closed) relay that would serve to interrupt
this signal under certain conditions. Before investigating these conditions,
however, the distribution of both these signals had to be traced in order to 1
analyze how they are applied to the flight control circuitry. In order to do
this, two forests were developed which showed the reset signal distributions.

" These forests are illustrated in Figure 2. The SELECT RESET signal, it turned
out, was applied to the same network trees as the ELEC RESET signal with only
five exceptions to which ELEC RESET was not applied. These exceptions were
two network trees which dealt with the left and right flaperon logic: one
which dealt with the rudder, and two which involved the left and right
horizontal tail. Since the left and right horizontal tail circuitry can cause
the pitch 1light to illuminate, these relations were studied further.
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It could not be assumed, in those cases where the SELECT RESET and ELEC RESET
were applied to the same network tree, that they were applied in the same
manner or even to the same circuitry. A quick study of the network trees
involved, however, showed that these signals were applied to the same point
(Figure 3). A loss of the SELECT RESET signal to these points would not
result in the loss of the reset function.

SELECT
RESET
ELEC

X: 1364, 1801

~ 0.87uf
X:1364,14803

onmahmen
— GND/SCNL —
X:275

PITCH CMD BRANCH A, FAIL AND REoET (N.5. 2O

TCH CMD BRANCH A, FAIL AND RESET (N.S. 1805)

Figure 3. ELEC and SELECT RESET Signal Common Point
Application Example.

Top level functional forests were developed for the pitch lamp drive circuitry
and the select reset function. Figure 4 is the example for the left
horizontal tail (LHT), and shows that a loss of the SELECT RESET signal could
result in the inability to reset the pitch axis lamp. A similar forest exists
for the right horizontal tail.

The network trees were then examined in order to determine the conditions
under which the SELECT RESET signal would normally be interrupted.

As can be seen in Figure 5, two conditions must exist in order to interrupt
the SELECT RESET signal (other than a signal path discontinuity). A dual
failure condition (FC) must exist and the aircraft must be airborne. Other
failure indications would also be present, although they were not defined in
the orginal test case description. The Dual FC Fail warning lamp, for
example, should also light under these conditions.

N
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Figure 4. LHT Servo Actuator/Select Reset Forest.

Since a dual alpha fail (high) signal can also result in the opening of the
select reset signal relay, the angle-of-attack (AGA) circuitry was also
analyzed by the generation of AOA signal forests. During this analysis, it
was noted that signals from Channel A of both AOA sensors were fed into the
Air Data Computer. Since the Air Data Computer had not been included in the
original SCA Statement of Work, there were no network trees available to
continue this line of investigation.

This lack of data underscores a highly important point: all of the hardware
in a system must be encoded and analyzed if effective FIPs are to be
developed. Missing data could result in inadequate procedures because all of
the possible cause and effect relationships cannot be fully defined. Vital
fault indications could also go unrecognized, and it is a goal of network tree
supported FIPs, to take full advantage of all available clues and indications
in the fault isolation process.
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Figure 5. Select Reset Relay Functional Forest.

In t:edtime available for test case analysis, the following conclusions were
reached:

a. Theiconditions existing in the test case can occur due to system
design.

b. The pitch axis lamp cannot be reset when
(1) the aircraft is airborne

(2) a dua) failure condition exists involving the left horizontal
tail, the right horizontal tail, or possibly a dual failure in
the AOA circuitry.
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¢. Case 2 (pitch light resets when the afrcraft is on the ground) is a
subset of Case 1 (pitch light cannot be reset while airborne) and
also reflects system operation as designed.

3. FAULT ISOLATION PROCEDURE DEVELOPMENT

3.1 Top Level Logic. Effective FIPs will take advantage of all possible
system clues in guiding the users to the appropriate test procedures.
Multiple fault indications can also provide excellent pointers to specific
system problems. At the top level, the goal is to present enough fault
indication information to guide the user to the appropriate procedural group
(in this case, pitch axis related failures). No testing should be required at
this level. A partial top level logic diagram, the FLCS FAULT ISOLATION
ROADMAP, is illustrated in Figure 6. It should be noted here that the
"condition" column is not 1imited to physical fault indication clues. Sensory
feedback, in this case to the pilot, can also be included in this column. In
this example, the roadmap was not continued beyond the point where the next
logic level (PITCH AXIS ROADMAP) was selected.

[7 ) PLCS PAULT IBOLATION ROABMAP

conoITIoN AcTION
pi WAS THE PLCS
| CAUTION LAMP UT?
"o
WAS ANV OTNER yu GO 7O PROCIOURS 2790-08, PACE ]

henaned

- CONTINUE WITH PLCS ROADMAP, PACE

PLCS CAUTION LAWS UT?
3
w
e T uTY G0 7O PROCEDURE 3700-08, PAGE |
Yo

DUAL PC PAIL AND THE PITCH, AOLL Yo GO TO PROCEOURE 1708-XD, PAGE

"o
‘-==::::_J::iEEE%;;::::f!EL___J::=-—r' GO TO AOLL AXIS ROADMAP, PAGE
™)
—— 000 THE VAR LANP LIGHT? :::-1!L{ GD TO VAW AXIS RDADMAP, PACE 1
Il.
=" 01 THE FITCH LANP LIGNT? Y . 6D YO ATCH AJS ROABNAP, PAGE

Figure 6. FLCS Fault Isolation Roadmap (Partial).
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3.2 Second Level Logic. A second level of logic is required to guide the
user from a procedural group to the specific FIP to be performed. Again,
maximum use of the available clues must be made, and ideally no testing should
be required at this level. The example illustrated in Figure 7 is a partial
PITCH AXIS ROADMAP, and the logic involves only the data used in this test

CONMDITION ACTION

CONTINUE WITH THE FITCH AXIS ROADMAP, STEP X

CO TO PROCEDURE 2700-X, PAGE XX

WAS THE DUAL vl

FC FAIL LAWP UTY G0 TO PROCEDURE 1780-A1, STEP |, PAGE X

WAS THE ADC
CAVT e

100 LAMP LT CONTINUE MITH PITCN AXIS ROADMAP, STSP X J

J 3

___.* G0 TO FROCEDURE IMO-A1, STEP 1, PAGE X AJ

Figure 7. Pitch Axis Fault Isolation Roadmap (Partial).

case analysis. When structured to involve all of the possible conditions and
fault indications which relate to the pitch axis, this logic could be quite
different.

In order to test the value of network tree technology in this FIP development
activity, conditions were selected in which the system was not responding as
designed. For this case, the pitch axis lamp could not be reset after

landing, and procedures were developed to determine why this condition existed.




3.3 FIP DEVELOPMENT (LRU Level). The next objective was to isolate the
problem (pitch Tamp falls to reset under all conditions) to the faulty LRU.
In order to do so, a functional forest was developed for the pitch lamp and
reset circuitry. This forest was also labeled with the appropriate connector,
pin, and wiring data. This forest is illustrated in Figure 8. Using this
forest, a set of FIPs was developed which used a combination of testing and
observations to isolate the faulty LRU wiring. The voltage levels denoted in
the procedures designed from Figure 11 do not reflect any tolerances.

The following steps represent one of the possible paths of this procedure
(11lustrated in Figures 9, 10, and 11):

Step 1 - The user observes the reaction of the pitch axis lamp as the
servo/electronics reset switch is positioned to the ELEC position. In
this case, the pitch lamp is not affected, and the user proceeds to step 2.

Step 2 - The user measures the voltage between aircraft ground and Flight
Control Computer (FLCC) connector 2712P108, pin 111. In this case the
voltage measures 28VDC, indicating that the main landing gear weight on
wheels circuitry (relay B) is functioning correctly. The user proceeds to
step 8.

Step 8 - The user measures the voltage between FLCC connector 2714P111,
pin 69 and aircraft ground, while the servo/electronics reset switch is
held in the ELEC position. In this case, the voltage is 28VDC, indicating
that the reset signal is being transmitted to the FLCC successfully. The
user then proceeds to Step 11.

Step 11 - The user now disconnects FLCC connector P107 and observes the
pitch lamp. In this case the pitch lamp went off, indicating that the
lamp has not been shorted to ground outside of the FLCC, and that the
cause of the problem lies within the FLCC.

In this example, two observations and two tests (four steps) were required to
isolate the FLCC. The maximum number of steps which might be performed in
this procedure is six. This is the case where the pitch lamp is being shorted
to ground in the wiring between the FLCC and the FLCP.

3.4 FIP Development ilnternal to an LRU}. The previous set of procedures
allowed the user to isolate the as the faulty LRU with only four steps.
Replacing that FLCC would make the aircraft operational again, with no
additional equipment changeout other than the faulty LRU. The problem now is
to determine, again as rapidly as possible, where the problem 1ies within the

faulty LRU. To do this, a more detailed forest of the applicable circuitry
within the FLCC was generated. This forest is illustrated in Figure 12.

This forest was generated to the card level. Each card is treated as a
separate "box," and the interconnections between these cards are illustrated,
along with the voltage levels or signal values at the appropriate points. The
network trees used to develop this forest did not contain the connector or pin
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Figure 8. Functional Forest for Pitch Lamp and Reset
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r CONDITION: PITCH LAMP IS ILLUMINATED; CANNOT BE RESET ON THE GROUND. l

ster ACTION
@ PLACE THE $ER SWITCH TO THE POSITION AND
OBSERVE T AXIS ""RELEASE SWITCH AND OBSERVE LAMP.

THE INDICATION IS THAT THE MITCH LAMP,
RESEY FUNCTION AND MAIN LANDING

GEAR WEICHT ON WHEELS CIRCUITRY IS
FUNCTIONING CORRECTLY. RETURN TO
PITCH ROADMAP, STEP .

ﬂl‘l’C’l IN THE ELEC
POSITION?

@ MEASURE Tili VOLTACE BETWEEN A/C CROUND AND FLCC CONNECTOR 2712P108 PIN 119

DOES THE
VOLTAGE = 20VvDC?

co 1o ster ()

b @ rmu;z THE VOLTAGE BETWEEN A/C GROUND AND FLC MATRIX ASSY ASS CONNECTOR |

REPAIR WIRING BETWEEN FLC MATRIX
ASSY ASD COMNECTOR PISSA PIN &
AND FLCC CONNECTOR 2772P108

DOES THE
VOLTACE = 23vDC?

mN N

MEASURE THE VOLTAGE BETWEEN A/C GROUND AND FLC MATRIX ASSY AsS

COMNECTOR PISRA PIN &

DOSS THE ves
VOLTAGE = 26vOC? co 1o sTer (o)
¥
@ MEASURE THE VOLTACE GETWERN A/C GROUND AND . STRAKE OC PWR. PRL
CONNECTOR JATI8 PIN

REPAIR WIRING IN CABLE 613 BETWEEN
R STRAKE DC POWER PANEL CONNECTOR
PANIS PIN 12 AND FLC MATRIX ASSY
ACS CONNECTOR PIStA PIN &

00KS THE
VOLTACE = 28vDC?

i

POWER NOT BEING SUPPLIED BY R. STRAKE DC POWER PANEL VIA CONNECTOR
NN PIN 12. REPAIR/REPLACE POWER PANEL.

Figure 9. Pitch Axis Fault Isolation Procedure 2740-A1, Page 1
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CONDITION: PITCH LAMP IS ILLUMINATED; CANNOT SE RESET ON THE GROUND

STEP ACTION
MEASURE THE VOLTAGES BETWEEN A/C GROUND AND FLC MATRIX ASSY ASB
@ CONNECTORS P332 PIN 18, P393 PIN 18 AND P332 PIN 18

WERE ALL NO REPLACE RIGHT MAIN LANDING GEAR
VOLTAGES = 28 VDC? WEIGHT ON WHEELS SWITCH (315332)

MEASURE THE VOLTACES BETWEEN A/C CROUND AND FLC MATRIX ASSY AL
CONNECTORS P332 PIN 19, P393 PIN 19 AND P3SR2 PIN 19

REPLACE LEFT MAIN LANDING GEAR

WERE ALL
VOLTAGES = 28 VOC? WEICHT ON WHEELS SWITCH (325383)

REPLACE FLIGHT CONTROL MATRIX ASSY ASS {2718A1)

WTH THE SERVO/ELECTRONICS RESEY SWITCH IN ELEC, MEASURE THE
VOLTACE BETWEEN A/C GROUND AND FLCC CONNECTOR 2718P111 PIN 69

€0 TO STEP 1-1)

WITH THE Q%W SWITCH IN MEASURE THE
VOLTAGE B! AND FLCP CONNE Ja29 PIN 37

NO A FAILURE IS INDICATED IN THE PATN
SETWEEN FLCP QNN!CTORS mo [ LN ]
AND P229 MIN 37. REPLACE T
FLIGHT CONTROL PANEL llml)

YES

CONNECTOR J212 PIN ¢35

@ CHECK CONTINUITY BETWEEN FLCP CONNECTOR P22 PIN 37 AND CASLE

REPAIR WIRING BETWEEN FLCC
CONNECTOR P111 PIN 69 AND CABLE
CONNECTOR P212 PIN €8

‘I“IP’N:"'::ING SETWEEN PLCP CONNECTOR P229 PIN 37 AND CABLE CONNECTOR

Figure 10, Pitch Axis Fault Isolation Procedure 2740-Al, Page 2
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CONDITION: MITCH LAMP IS ILLUMINATED; CANNOT BE RESET ON THE GROUND

sTeP

ACTION

DISCONNECT FLCC CONNECTOR P07

DID THE ves

A SHORT TO CROUND WITHIN TNE
gc!o: uuern'lvsa cmcm?v. OR A

SICNAL PATH FAILURE WITHIN
MTCH LAMP GO OUT? THE FLCC IS INDICATED. REPLACE
THE FLIGNT CONTROL COMPUTER

1

RECONNECY THE FLCC CONNECTOR

DISCONNECT FLCP CONNECTOR 2711 P22¢

DID THE
PITCH LAMP CO OUT?

A SHORT TO CROUND 1S INDICATED
BETWEEN THE PITCHN LIGHT AND
FLCP CONNECTOR J22¢ PN 22.
REPLACE THE FLIGHT CONTROL
PANEL (2700 CT))

RECONNECT ncr CONNECTOR 2717 P228. DISCONNECT CABLE CONNECTOR 111

DID THE NO
PITCH LAMP CO OUT?

A SHORT TO GROUND I8
INDICATED WITHIN WSS
REPAIR/REPLACE WIRING

A SHORT TO CROUND IS
INDICATED WITHIN Waet.
REPAIR/REPLACE WIRING.

Figure 11. Pitch Axis Fault Isolation Procedure 2740-A1, Page 3

20

.-




o
et

28 VOC WHEN SERVO/ELEC
|:mm7nmm e i ey T =\
® -
MM N —voe v >
- LMY SA PAIL = ¢ VD
rd
] -’ ——ea LA _RNT SA PAIL « ¢ 18VDE
] s Oks -iWOE Y
SSERVO"
(2 -]
\
A A __PITeN FAlL AT
sLuce 0 J
[ -]
INASAN
\ A A rmrewreat 14
® J
o A _PTYCH PAIL A 3
[0 AITTTEED | i
@ J
LJ ,.J
f un.-lvoc|
Oks ~IWWDC *

Figure 12. FLCC Internal Pitch Lamp Drive/Reset Forest.

information at this level. Network trees created for FIP development, of
course, would have this information.

This forest can then be used to fault isolate to the card level. As an
example, if 28VDC is applied to P111/69 and a measurement is taken between
ground and pins 2, 3, a«d 4 (arbitrarily assigned) on card 2711A5A7, all three
measurements should be 28VDC. If all three measure 0 volts, a measurement
should be taken at pin 1 of the same card to determine if 28VDC is being
applied there. If so, then the select reset relay or the path between pin 1
and the relay should be examined to determine the problem. This can be done
by generating a forest of the appropriate circuitry on card 2711A5A7 and
building procedures from that forest. The time available for this study did
not allow for the development of forests and procedures beyond this level of
detail.
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4. FIP DEVELOPMENT METHODOLOGY

The following paragraphs define the methodology for generating FIPs using
network tree technology. This methodology is based on the lessons learned
during this study contract and includes those areas of automation which have
b:en determined to be relatively simple to implement as well as highly cost
effective.

4.1 Data Base Development

4.1.1 Data Requirements. The hardware data required for FIP
development are the same as the data required to perform SCA and include
integrated and detailed schematics, wire lists, wiring diagrams, and unique
component specifications. In addition, system operating instructions, system
descriptive data, and system specifications and design criteria are required
(as available).

It is important to note that all system hardware data must be included.
Subsystems cannot be selectively excluded from the analysis since all
cause-and-effect relationships must be thoroughly investigated.

If the system being analyzed uses software in the control and/or monitoring of
its activities, sufficient data pertaining to the purpose, function, and
design of this software must also be supplied. Although it is not mandatory
to perform a software analysis, the role of the software must be understood.
This is especially true, in those cases where fault indications can be
software driven.

When possible, systems operation.data must be supplied that allow a complete
understanding of the modes of operation and the system's configuration during
these operational modes. This information is required in order to relate the
system configuration to the possible fault indications as a function of the
mode of operation.

4.1.2 Data Entry Process. The electrical configuration data are
entered into the computer using an interactive data entry process which helps
structure the data as 80 character pseudo card images as described in Section
5. Error checking software and a rigid quality control program are required
to ensure data accuracy and completeness.

Each data record must contain at least the following information.
1. “From" Point: Location of the node (LRU, Card, etc.), the component
type (resistor, switch, relay, etc.), and the appropriate pin number
(as required).
2. "To" Point: Same as for the "From" Point.

3. Diode indicator to show current flow.
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4. Remarks field to highlight special information such as signal type,
power level, key element notations (reference Section 5.8?, key
element names, connector and pin terminology, and wire bundle
nomenclature.
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These data can be entered in any format that is compatible with the user's
downstream software programs. The format described here reflects the
structure required for compatibility with the Boeing family of SCA programs.
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The data base must then be analyzed to determine whether there are any open
ends and, if so, whether those open ends are valid. Most of this task should
be automatic by use of audit and edit programs.

4.1.3 Change Tracking. Whenever system changes are implemented,
these changes must be reflected in the data base. Changes to the system
baseline are made interactively, and the network trees are also modified.
Small changes may require only manual tree modifications. Large changes and
some basic design changes may require that the appropriate network trees and
forests be redrawn.

In certain cases, a system is designed so that it may exist in several basic
configurations. In these cases, a baseline configuration data base can be
developed, along with a separate "Delta" data base for each unique
configuration. This approach also is useful when analyzing a system that
interfaces with a variety of “Add On" components. Whether the data base is
designed as a single data base or a baseline with "Deltas,” it cannot be
overemphasized that changes to the system must be tracked and reflected in the
data base, and implementation of changes must be done throughout the system's
life cycle to ensure that the resulting FIPs retain their accuracy.

4.2 Forest and Network Tree Development

4.2.1 Data Base Sorting. For each key element, a search is
initiated to create a sub-data base which contains all data records that lead
to and from the specific key element. Data records used in more than one
sub-data base are keyed to indicate this multiple usage. Each sub-data base
is then sorted by its reference designator (REFDES) in order to separate the
data records into their physical locations (LRU, Card, etc.). As long as each
key element has been flagged in the data base, and the REFDES of each data
record has been properly assigned, then this entire sorting process can be
performed automatically.

4.2.2 Forest and Tree Plotting. Once the sorting process has been
completed, forest and network tree construction may begin. For each key
element, reports are developed that define all of the LRU-to-LRU interfaces,
the LRU-to-Card interfaces, the Card-to-Card interfaces, etc.

Assuming that the appropriate pin, connector, wire number, and signal value/
power level information has been encoded in the data records, these reports
will provide all of the system data required to construct the forests and
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. network trees used in the FIPs development process. Ideally, these forests
and network trees should be created directly from these reports and be
automatically plotted and annotated. Intiractive user intervention should
also be available to allow forest and network tree restructuring required for
analysis and/or documentation purposes.

AN

It is not mandatory that this plotting and annotation activity be fully
automated. If this activity is performed manually, however, it is vital that
the reports used to create these plots contain all the vital information (as
described in Section 4.1.2).

4.3 Key Element Analysis

4.3.1 Fault Indicator Analysis. The forests and network trees for
each fault indicator must be thoroughly analyzed to determine all the
conditions which will drive the fault indicator. In addition, each fault
indication must be classified as to whether it reflects a normal or an
abnormal system response to a given set of conditions. All conditions, under
which two or more fault indications are generated, must be defined. This
fault/response information is vital to ensuring that maximum use of available
fault clues is made. As the use of available fault clues is increased, the
requirements for testing hardware are decreased. This is especially true of
testing to the LRU level, although it can be shown to be true to even greater
levels of detail.

4.3.2 Input Element Analysis. The forests and network trees for
each key element that provides an input to the system (switches, sensors,
etc.) or that changes the electrical configuration of the system must be
thoroughly analyzed to determine all normal and abnormal system responses
(including lack of response) to these inputs. Each abnormal response is also
a valid fault indication and is added to the list of fault indications along
with the conditions under which each abnormal response can occur.

4.3.3 Systems Operation Analysis. Additional fault indications may
be determined through the analysis of *Ee system operation. Network tree
technology does not play an active role in this analysis, although it will

play an important role later on, when the FIPs are developed for these fault
indicat ions.

4.4 Logic Diagram Development

4.4,1 Forest Modification. For each fault indication, the
associated forests and network trees are analyzed to isolate the possible
conditions which could stimulate that indication. In some cases, several
forests (or portions of forests) must be combined to yield a more effective
fault isolation tool. Al1 data which do not relate to the fault indication
being studied are eliminated from the modified forest. Since the initial goal
is to isolate the fault to the LRU level, the modified forest does not include
any more data than required for LRU isolation. When the goal is to isolate
faults within all LRUs, the data included in the forest increase in detail,
and extraneous data are eliminated.
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Regardless of the level of detail of the forests, the goal is the same: To
provide a clear picture of the circuitry involved with the fault indication,
in a format which is readily usable in the development of testing logic
diagrams.

4.4.2 Testing Logic Development. The modified forests are now in a
condition that will aliow easy determination of which pins and/or connectors
should be tested, the correct voltage levels at those pins and/or connectors,
and the conditions under which the correct volitage levels will and will not
exist. Generating the testing logic is not a simple translation of the forest
into a set of tests and observations, however. It accomplishes nothing to
develop FIPs which minimize the number of tests performed, if the maintenance
workload required to perform those tests is inordinately increased.

Therefore, the testing logic diagrams must be developed not only through the
use of the modified forests, but through the application of common sense,
systems knowledge, and an awareness of the techniques and problems of the
maintenance function.

The testing logic begins either at the LRU, where the majority of the tests
can be performed, or at a location that will eliminate a large segment of the
suspect circuitry.

Each subsequent test should then eliminate up to half of the remaining
circuitry, until the fault is successfully isolated. In some cases, the
suspect circuitry can be blocked into functional groups, and each test should
be calculated either to eliminate or to fault isolate a specific circuitry
group. This approach is highly beneficial when additional clues and visual
observations might be available to help the fault isolation process. Consider
the FIP illustrated in Figures 9, 10, and 11. If another axis lamp been
illuminated (roll, for example) and that lamp successfully reset, then the
user could safely proceed, beginning at step 11 of the procedure, and isolate
the fault within three steps.

Once the fault has been isolated to the LRU, it is important that all the
knowledge gained during this isolation process be passed on to the personnel
that will perform the LRU-internal fault isolation. This can be accomplished
readily by denoting the title of the appropriate LRU-internal FIP to be
followed, directly on the LRU FIP at the step where the fault isolation is
accomplished. In this way, shop maintenance can be initiated at the correct
point in the fault isolation process, thereby greatly increasing the

effect iveness of the total maintenance function.

By using the network trees and forests, FIPs can be developed to isolate a
faulty LRU and then direct the user to the correct procedure set required to
fault isolate the card and/or component, as applicable. Therefore, both line
maintenance and shop maintenance procedures are developed together, in
harmony, rather than as two separate, hard-to-relate entities.
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v 5. CONCLUSIONS
" 5.1 Study Results

i The technique of developing FIPs using network tree technology has the
. potential to be highly effective. The current data structure used for SCA is
Lo well suited for the searching, partitioning, and sorting required by this FIP

development methodology. The automation of this searching, partitioning, and

sorting does not appear to be a difficult task and would highly increase the

o product ivity of the technique. The plotting of network trees and forests can

. be performed manually, although automated plotting (with interactive user
intervention capability) is the preferable approach. Research and development
activities are in progess to develop this capability.

Analysis of the resulting network trees and forests, and the translation of
that information into effective FIPs, is still a manual process requiring
skilled personnel. A great advantage to the use of forests and network trees,
however, is the capability to create both 1ine and shop maintenance procedures
in which the continuity of the fault isolation process is maintained. This
continuity between 1ine and shop maintenance procedures should dramatically
increase the effect iveness of the maintenance function.

Because the configuration of the system is contained in a computer data base,
system changes can readily be reflected in that data base. The addition of
peripheral devices to the system can also be easily accommodated. The system
changes and additions can then be evaluated for impact on the FIPs (as well as
system operations). The data base, therefore, becomes an important tool to be
used in combatting maintenance problems that are generated by production phase
and post-production phase system modifications.

5.2 Cautions

The success of this technique is highly dependent on the quality and content

of the data base being used. This data base must contain every link in the
system's electrical continuity. Each data record must describe a single
point-to-point path. All system components must be included. Precise system

nomenc 1ature must be used. The reference designators must be accurately

gef:ged igitgat both the function and physical location of the circuitry can
e identified.

The accuracy of the data base is dependent on the accuracy of the detailed
schematics and other data required to build it. Changes must be incorporated
as soon as possible. Drawing errors must be eliminated so that they do not
influence the final data base.

The automated pathing, described in Section 4.2, cannot be performed without

user intervention in some cases. Certain digital logic devices, and the use

of software or firmware to perform systems functions, make end-to-end pathing
currently impossible without an intervening analysis of the functions and
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drivers of these devices. Present techniques will allow automated pathing up
to, and away from, these devices. A trained analyst is required to provide
the remaining links. It is envisioned that this problem can be partially
alleviated by a “library" of component types and uses. The use of software
network trees to provide the required hardware/software/hardware linkages is
also a prime candidate for investigation.

It should be noted that the approach used in this study, and the resultant
technique and areas for automation, were based on the use of a data base as
defined by the Boeing SCA requirements. Similar type data bases can be used,
providing they contain all of the data described in the previous paragraphs.

5.3 Technique Application

The technique defined by this study provides the tools required to develop
FIPs in the form of network trees and forests. These tools can be used in the
Logistics Support Analysis program to develop the actual fault isolation
logic. Once developed, this logic would be formatted into document quality
procedures by technical writing and documentation personnel.
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APPENDIX A
DEFINITIONS OF KEY TERMS

The following are the key terms and definitions used throughout this Technical
Report.

Data Record. The system conf iguration data required in the performance of
Sneak Circuit Analysis (SCA) is entered into a computer in the form of data
records. Each data record (as input) is 80 characters in length and has the
generic structure shown in figure A-1.

. D
REFERENCE ] REFERENCE !
DESIGNATOR| ITEM | PIN | heqicNATOR | ITEM | PIN g ': REMARKS
E
— A Y |

Y Y
FROM GCROUP ‘TO GROUP

Figure A-1. Structure of an SCA Data Record

These data records are then searched and sorted by a variety of SCA
applications programs in order to produce the network trees required to
perform SCA.

Nodal Set. One output of the SCA family of programs is a report that contains
groups of specific data records describing the circuitry which are
functionally and physically linked. Each of these groups is called a nodal
set and is given a unique number for future cross-reference.

Network Tree. The data in each nodal set report are then transferred to a
topoTogicaT plot of circuitry. Each of these annotated plots of the system
circuitry is called a network tree. These network trees are then used
directly in the performance of SCA. A typical network tree is illustrated in
Figure A-2.

Forest. A forest is a plot of related network trees which provides a broader
view of the physical and functional system continuities. Forests are
constructed in various levels of detail in order to support both system
operational analysis and the development of FIP logic diagrams. A high forest
is 11lustrated in Figure A-3.
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Power Forest. A power forest traces electrical power from the originating

source to a major power distribution point. These forests are developed in
order to analyze power distribution. Once this analysis is performed, these
power forests are cross-referenced on the system signal forests and network
trees by the number of the nodal set which displays the power distribution
tree. ‘

REFERENCE CROSS REFERENCE TO

DESIGNATOR ANOTHER NETWORK TREE /
7
[271ANL] PWR/PART
WIRE UIST N
€ LIST FLT CNTL PANEL — +28VDC, FLT CNTRL PANEL

X: 139 +28VDC FROM BUSH
VIA Cb 18 "FLT CONT
S$YS$ NO.1

LDS 1
DISPLAYED CHARACTER, B
AMBER P= PITCH FAIL

{2711ASA13]

n
. FCC LOGIC
X:979
PITCH LAMP DRIVE
SIGNAL LCss
LHT, RHT OR ~ Tuf
PITCH FAULT
GND/PWR -
— X:1603 GNO/PWR
GND /PWR X;1603
X:1603
PITCH LAMP DRIVE CIRCUITRY NODAL SET #8009

- Figure A-2. Pitch Lamp Drive Circuitry Network Tree

Ground Forest. A ground forest traces electrical power from all points of
connection to system ground. These forests are developed in order to analyze
power returns. Once this analysis is performed, these forests are cross-
referenced to the system signal forests as required.
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Signal Forest. A signal forest traces electrical signal fiow from point of
origin to point of distribution. These forests represent the electrical
system physical continuities. Functional continuities are attained through
cross-referencing to other signal forests. In certain cases, both physical
and functional continuities are represented in the same forest. The content
of each signal forest and the level of detail are functions of the intended
purpose of the forest. These forests can be combined and data selectivel
omitted when the purpose is FIP logic diagram development. No data are
omitted when the purpose is system analysis.

Key Element. Each system component that interfaces with the environment is
known as a key element. Examples of such key elements are lights, meters,
flags, switches, controllers, and sensors. Each of these key elements either
influences the operation of the system or is influenced by it. Those elements
which output to the environment (lights, meters, flags, etc.) are normally the
prime indicators of system malfunctions. Those elements which input from the
environment to the system (switches, controllers, sensors) are also vital in
tha% thﬁir failures to perform their intended functions are also key fault
indications.

Reference Designator. Each SCA data record contains at least one reference
designator . The purpose of the REFDES is to provide the computer
with exact component location information in a simple alphanumeric character
string. For example, the first four characters could indicate the LRU, the
next two a module within that LRU, and the the next two a printed circuit
board, and so on.

Functional) Pathing. Functional pathing is a technique in which the data base
1s searched, starting at a key element, and a collection of linked data
records is obtained. It is the first step in isolating only those system
continuities relating to the specified key element.

Logic Diagram. The logic diagram represents the sequential and conditional
observation and testing steps required to isolate a specific malfunction.
These diagrams are developed through the use of system forests and network
trees and lead directly to the development of FIPs.
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